
MSBO Technology 
Committee and VDA Labs

Cybersecurity : Where do I begin?



Technical Account Manager / PSE w/VDA Labs

Focus knowledge areas at VDA: 
• Penetration testing “Red Team” attacks and Network Vulnerability assessments.
• Firewall security solutions - Palo Alto and Fortinet.
• 2 Factor authentication solutions – Okta & DUO 
• EDR products - Sentinel One, Palo Alto Cortex XDR 
• SIEM / SOC / SOAR platforms – VDA Vigilance, GrayLog, ElkStack, LogRhythm.
• GRC compliance frameworks - NIST, CMMC, ISO27001, SOC2, PCI, HIPAA.
• End user security awareness training platforms – VDA Aware, KnowBe4

rcarter@vdalabs.com

Ryan Carter, CNA, CNLM



Reactive

Proactive

Active

VDA Labs Client Engagement

Reactive

● Incident Response Team
● Forensic Investigation
● Threat Hunting
● IR Planning & Roadmap
● Business Continuity
● Incident Response Events

○ Table Top
○ Active Hacking
○ Red Team Exercises
○ Simulated Disaster 

Recovery

Proactive

● Security Program 
Development

● Compliance Consulting
● Adversarial Testing
● Application Security
● Product Evaluation & Resale

Active

● VDA Vigilance
○ Managed SIEM
○ SOC-as-a-Service
○ Managed Detection & 

Response
○ Comprehensive Threat 

Intelligence
○ 24x7 Monitoring

Your end-to-end cybersecurity partner
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Kent ISD - Contingency Planning

Why We’re Here

Keeps your organization 
running during the lifecycle of 
an incident.

Business Continuity

Documentation of how your 
district handles an incident 
from the start.

Incident Response

Patterns the recovery process 
back to normalcy. Focuses on 
system and data availability.

Disaster Recovery

● Preparation is the key to mitigating 

risk and/or crisis aversion

● Standardization of plans across 

districts with tailored practices 

towards educational institutions

● Keep operations running in the event 

of several common scenarios



Kent ISD - Contingency Planning

Project Workflow
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Kent ISD - Contingency Planning

BIA Homework Assignment ● Develop a Business Impact Analysis document based on your environment
● Define Critical People, Systems, Applications and Locations
● Define the critically of the systems outages
● Define your RPO/RTO and Maximum Tolerable Downtime



Kent ISD - Contingency Planning

What Does RPO & RTO Mean?





Services and solutions we recommend to reduce the attack surface:

Implement MFA
Update traditional AV to EDR
Implement SIEM/SOC/SOAR

Implement DLP
Implement PAM
Implement IAM

Regular Pen testing
Internal vulnerability management 

Security GAP assessments following a framework
Creation of IR, DR and BC plans following NIST

Baseline / lower cost initial engagements:
CIS top 18 security controls assessment – aligned to NIST 800-171 / CSF

AD/Azure security review – Hardening and best practices

AWS container / workload security assessment – Container security / risk score improvement

O365 security audit – Hardening, attack surface reduction, secure score improvement

Vulnerability management – quarterly internal security scans

EUT and quarterly rotating phishing assessments – Implement a district wide user training platform 

Software / Hardware asset inventory scan – Utility used to scan the IT environment to report assets



MSSP offerings: Helping to remove the workload off small or overloaded IT teams



QUESTIONS?

rcarter@vdalabs.com

Ryan Carter, CNA, CNLM


